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OGC REVIEW COMPLETED 82 August 1955 


t*8*BAatX*4 P®i Office of Security 

SO&JSCT $ Application of Crypto Security lew 


1 , This Office recently vmdertook a study of the Crypto Security 

t am (P.h. 533, 8lst Ceng., m U.3.C. I 79®)* with particular reference 
to its application to this Agency and the adndnistrative practices sand 
p ro ced u res of the Agency. awcrasduei pr e eoc ts a brief analysis otf 

certain portion* of the law, to g e t he r with several reccaaesodettions con- 
cemiRg praetioee of CIA and, to eoaei extent, other agencies and depart - 
ornate. It should he realised, however, that the legal points are not 

is is to euffleet certain steps 

which the Agency sight be well advised to take in cedar to strengthen 
the Corveraasat*s ease la the event a prowcutian under the Act is 
^oeght. 

2. The purpose of Section 796, which is included is the 3©ptowge 
chapter of T tie lB, is stated in the title of P.1, 513 as follows t 

" T £ts whence further the security of the United States fcy 
preventirg disclosures of informtion eonoemlng the 
ctyptognghic ayetow and the «w«ni cation intelligence 
activities of the Halted States. *’ 

The substance of the Act, set out in sub-section (a) of Section 796 , is 
that one coast te an off ease who knowingly and willingly: 

eonuniostea, furnishas, tmtusaita, or otherwise anises 
available to an umuthoriaed person, or publishes, car 
mm e in any master prw^Jdlclol to the safety or interest 
of the United state© or for the bmfit of any foreign 
©overwent to the detrimat of the United States any 
class ified iafosmtion - 

(1) concerning the nat ure, psaparafeiOR, or ' ¥«* of say 
code, cipher, or cryptogmig|ie system of the united States w 
or any foreign govertxaoast ^jSsreiaefter referred to as CREP2$f\ 

(2) ccmcertdag the decigo, construction, use, mitrtaonitce, 
or repair of any device, apparatus , or appliance used or pre- 
pared or planned for use by the Halted States or any foreign 
©werwBOt for cryptogxw^hic or cowmic&tlon Intelligence 
purposes Qmvk.lmttmr rm£srm 1 to as COTFTO devices and 
0QKQ3E 1 devices, respective 1^/ j 
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(3) cow*rning the camaunication intelligence^ activities 
of the United States or any foreign permnt hereinafter 
referred to as CCICEBT/; 

( 4 ) obtained by the processes of ccswunication intelligence 
from the eowaad-oofttom of way foreign gowrawgat, knowing the 
sane to haw been obtained by such processes £»reinafte r re- 
ferred to as CGKXHT/ . . 

Then follow several definitions, including; 


"The tern 'classified information' means information which, 
at the tins of a violation of this section Is, foar reasons 
of national security, specifically designated by a tinted 
States Government Agency for limited or restricted dleweni- 
nation or distribution; 

The tens 'code*, 'cipher*, and 'cryptographic system' in- 
clude in their meanings, in addition to their usual meanings, 
any method of secret writing and ary mechanical or electrioal 
device or method used for the purpose cf disguising or con- 
cealing the c o n t ents , significance, or meanings of communi- 
cations; 

The term * c fee md oatl o n Intelli g e nce * mamas **-1 1 procedures 
and us ed in the intercepti on of i ceeaaaios’t Icms and 

the obtaining of information from such commml cations by 
other than the intended recipients} 

The term 'unauthckrlsed person* means any person who, or agency 
which, is not authorised to receive information of the cate- 
gories set forth in eafc-seetlon (a) of this section, by the 
President, or by the head of a d e par t m ent or agency of the 
ttalted States Q owerm a ea t which is eagtreasly designated by 
the President to en g a g e in cation intelligence 

activities for the United States." 

(a) Section 70 affords greater protection. In its field, to the 

United States, with respect to the passing of Information to un a uthor ised 
persons, than do the other espionage lews (Sections 793 and 70 of Title 
l£) in that the intent of the accused is not significant. Under Sections 
793 end 70 an intention to injure the United States, car reason to be- 
lieve that the information is to be used to injure the United States or 
to the advantage of a foreign poser, is rsgudred. Under Section 70 the 
accused need only have willfully and knowingly passed close if led informa- 
tion to an person. 

(b) Section 70 also differs from Sections 793 and 70 in the defi- 
nition of the information the p a ss ag e of which involves an offense; 
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the latter ta© concern ’'information respecting the natiomi defense’’ and 
"inftamstion relating to the national defense’ 1 , as contrasted with infar- 
antion which "is, for reasons of national security, specifically designated 
^ a United States Gewernmmet agency for li m ited or restricted dlaeant na- 
tion or distribution" . Itee former language w held try the Saapnaae Court 
of the United States, in Serin v. u.S. 318 U.S. 1$, Cl S. Ct. ag6, to In- 
volve a question of fact, that is/the Jury must determine whether the 
acts of the defendant "are eooneeted with or related to the nattenwO. de- 
fense" (6l S. Ct. *36)* Ttam, in prosecution# under thoee sections it Is 
necessary to prove conn ect low with the national defense, a requirement 
which could he embarrassing. If applied to infowaatloo cloeelfled "for 
reasons of national eecurity", since In such cases the prosecution would 
have to atftnit the very information (and presumably much more) the dissemi- 
nation of which bad teen restricted by an agency of the Gover nme nt ’for 
reasons of national security". 


Although it is act free from doubt. It is believed that under Section 
756 it would not he necessary ha euhnit to the Jury, or t© prove, the 
question of whether the designation "for reasons of national security’' was 
a correct one; proof that the desig na t ion was made and that the agency 
which made it did so for rea son s which the agency regarded os "reasons of 
national security” should ha all that is required, the intamatioa which 
is pertinent under Sections 753 end 79 s * is referred to in those sections 
ty a generic ter* - iaf carnation "respecting the national defense” car 
"relating to the national defense”. information which Is the basis of an 
indictment may or may not fall within the generic torn; someone's opinion 
(the Jury's) mast be Obtained end accepted. 13m phrase by which Section 796 
refers to the information which ie significant thereunder covers informa- 
tion with respect to which a particular action has been taken, i.e.. Infor- 
mation which a government agenc y bos specifically designated a certain way 
far a certain reas o n , the only question requiring an opinion by the Jury 
£e whether such action occurred, net whether it shou l d have oc c u rre d . Any 
contention to the contrary is believed refuted by the fleet that its accept- 
ance mould reader the statute unmrforc oahle in asmy coses, Iminoe security 


considerations doubtless would predate the Oo ve r a aa o t front introducing 
into evidence Infosneatlcn to establish "reasons of mtiaaal security”. 
Sterne the plain intent of the statute is to protect the OCMZBf and CFttPFC 
ayvteme by establishing offenses end. punlahmm&s for the violation thereof , 
an interpretation which would defeat such intent should be avoided. 


In any event, if the shove analysis is incorrect, that is, if the Jury 
would be aliened to Judge whether the Agency correctly d esig n ate d informa- 
tion "for raaaoen of national security* there appears to be nothing to be 
done about it ameept to decide, whomever a case Is ready to go to trial, 
whether me are prepared to rake available records and information to be 
intro&ced as evidence. But In order to take advantage of the statute in 
the event the above analysis is correct, it Is believed we would be well 
advised to designate documents in the langiwflR of the statute. For this pur- 
pose, a stamp rending os follows, could be need} 

"for reasons of na tiona l security# this d o cum ent Is specifically 
designated by the Central intelligence Agency for limited or 
restricted disseesdnat ton or dl strl b ut lo n » * 
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25X1 


Alternatively, the same result perhaps could be achieved lay a regu- 
lat-lcn which 41 OORUT (or CFSF'O) cleared people would read; they voold 
also certify to tin sees. the relaxation, Is addition to waking reference 
to Beet las 796, would provide that 41 Ctssitr (or CK*m) decussate wUi 
hear a sened code weed, or one of a series of code words that the dieses!- 
anttoe or distribution of easy document bearing say of the code woods is 
Halted sad restricted by the Central Intel ligeace Agency for rosoons of 
national security. 


k - Ml ssmauwa* 


The definitions of the terns 'cede ' , n ciphsr” sad cr y pto graphic 
(see paragraph 3 shove) include "say Method of secret, writing 
sad say Mechanics! or electrical device or netted used for the purpose of 
disguising or concealing the contents, significance car euwntngn of 

Thitt umt\ A appear tread enough to Include aot only our 


SEgBC os wexi. to icsm 1 mpustioo cuong x*w lines or test nentionsa - ln~ 
paragraph 3(h) shore. 


5- 

A problem sleo arises with respect to the definition of "tanarthorlsed 
person” , MMHely s person or a #w*ey not authorised by the President or by 
the head ear on agency des lasted by the President to engage la erne mil cation 
intelligence activities to receive CEUTO or COMIsr infomstion. By directive, 
s meter of agencies heron been designated m the only agencies autterlaed to 
engage in CXMDfT activities. Other agencies of the Oewenmed, however (for 
m maple, those represented on the UBCSSB), utilise tele f new in lest Ions . To 
the extent, if any, that the activities of say of these agencies require the 
receipt of lnfbsmtioe involving CSfPTC or cmm or CRHPTO or COKET devices 
it would appear necessary for the President, or tbs heed of one of tee 
agencies which is authorised to engage in OCKDfr activities, to authorise 
that agency sad its employees to receive such infornstioa. 


25X1 A9A 
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